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Answer ALL questions.

PART A — (10 x 2 =20 marks)

a—ry

Draw the diagram of Double DES.

Differentiate the Symmetric and Asymmetric Key Cryptosystems.
Find the value of 722 mod 9.

What are zero knowledge proof systems?

List some passwopd selection strategies.

What are authentication tokens?

Mention the need of KDCs.

Name any four functions of Firewalls.
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What are distribution lists?

—
e

List any four types of DoS attacks.

PART B — (5 x 16 = 80 marks)
11. (a)’ Elaborate on the passive and active attacks with examples.

Or
(b) Explain the steps of DES algorithm.
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Use RSA algorithm for Encryption and Decryption of the message
“attacklaunched”.

Or
Discuss in detail about the Digital Signature Standard.

List and explain the steps in cryptographic Authentication protocols.

Or

Describe about the password based authentication systems.
Discuss about the Kerberos Authentication Services.

Or
Elaborate about the IP Security Architecture.

Discuss about the types of firewalls and also outline the situations where
firewall rules don't work.

Or

Explain about the Web Security Considerations with regard to HTTP and
cookies.
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