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10.

Answer ALL questions.
PART A — (10 x 2 = 20 marks)

Enlist the security goals of a communication network.

What is Stegnography?

Compare monoalphabetic cipher with polyalphabetic cipher.
Gi;/e the significance of S-boxes in DES.

In what ways can a bash value be secured so as to provide message
authentication?

Distinguish message authencitcation code from a one-way hash function.
What protocols comprise secure socket layer?

What is the purpose of using dual signature?

Describe wo-rm hole attack.

Give the security attack issues in wireless systems.





[image: image2.png]11.

12.

13.

14.

(a)

(b)

(a)

(b)

(a)

(b)

(a)

(b)

PART B — (5 x 16 = 80 marks)

(i)  Compare active and passive attacks with examples. (6)

(ii) Explain the attacks on confidentiality, integrity and availability.(10)

Or
With examples, explain the security services and security mechanism
techniques. _ (16)
(1)  Encrypt the message ‘good morning’ using the Hill cipher with the

9 4

key (5 7). Show your calculations and the result. (8)
(ii) Calculate the corresponding decryption of the cipher text to recover
the original plain text. (8)

' Or
(1)  With diagram, explain the key generation process of S-DES. (8)
(11) In RSA, cipher text C = 10. If the public key of the user is e = 5 and
n = 35, Find the plain text M. (8)

(1)  With diagram, explain message digest generation using MD5.  (8)

(i) Explain the requirements and approaches for digital signature. (8)

Or
(i) Explain Oakley key determination protocol. (6)
(ii) With diagram, explain secure hash algorithm. (10)

Explain how the following threats are countered by the features of secure
socket layer.

(i)  Brute-Force cryptanalytic attack (4)
(i) Known plain text dictionary attack. ’ : (4)
(iii) Replay attack. 4
(iv) Man-in-the-middle attack. (4)
e : Or
Explam the attacks and countermeasures and also limitations of ﬁre“glel)
Explain the security issues of adhoc and sensor networks. - (16)
| . or
Explain the process, weakness, key management and enhancements in
Wired Equivalent Privacy. (16)
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