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‘ Answer ALL queétions.

: " PART A— (10 x 2 = 20 marks)

1. List any two Active a.ttacks. .
é. Def;ne confidentiality. '
3. bDist.inguish bet;w.een public kéy and private key‘enfzryption.
4. What is the use of Number theory concept? .
5. Define message Authenticatibp.
| 6. ., What is a Digital signatgie?

7. What are thé threats to Eiectronic mail security?

8. - Whatis ﬁeWotk security praéi:ice“?

* 9. Define aFirewall.

10. What are worms?
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PART B— (5 x 16 80 marks)

@) Explam conventlonal Encryptmn in detail. (8)
(ii) Explam Network security attacks services and mechanismsg,
8
. Or
Describe dltferent Encryptmn a.lgonthmx (16)
Desmbe RSA Encryptmn technique. (16)
Or
Explam in detail the Elliptic curve cryptography .. (16)
(). Explain in deta:l about Hash functlons (10)
(ii) Wnte a note on digest functlons (6)
' Or
Describe the Au_th'enticatioh protocols, _ (16)
Explain in detail about Ip security. (16)
Or
Explain the varioug 18sues involved in web security, (16)
Describe firewall design principles, , (16)
G * What are Trusted systems? Explain, 8
(i) Explain different types of viruges. - (8)
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