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Answer ALL questions.

PART A — (10 x 2 = 20 marks)

1. What are the aspects of Long term security?

2.  What is the concept of Confusion and Diffusion with reference to
Cryptography?

3.  What are the elements of Feistel Cipher structure?
4.  What are the four possible approaches in attacking RSA algorithm?
5. Enumerate the advantages and disadvantages of digital signature algorithm.

6. In a public ké_y system using RSA, with public key e =5 was intercepted with
ciphertent C =10having M =35 ; what is the plaintext M ?

7.  State the limitations of firewall.
8.  What is the significance of dual signature ?
9.  What are the normal threats arise as part of network security?

10. What are the key features of SecureElectronic Transactions?
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PART B — (5 x 16 = 80 marks)

Explain a cryptosystem in detail with an example. (8)
Discuss in detail the different types of attacks against crypto
algorithms. ‘ (8)
Or
Explain the differences among wunconditional security,
computational security and relative security. (8)
Describe the methods of defense that can be adopted against
security attacks. | : (8)
Describe the concept of block Cipher with a mathematical example.
(7
Explain in detail the concept of DES and differentiate it from Triple
DES. : 9)
Or
Why does the decryption work essentially the same as encryption?
Explain. . (8)
Explain the five ingredients of an encryption scheme in detail.  (8)
Discuss the basic requirements of a Hash function. (8)
Explain the principles of public key cryptography with a neat
diagram. (8)
Or
How do Digital signatures provide message integrity, sender
authentication and non- repudiation ? Explain in detail. (8)
Discuss the role of PGP cryptographic functions in the security of
electronic mails. " (8)

Describe the firewall configuration and their design considerations

- in detail. (8)
State and elaborate the need for firewalls in detail. (8)
Or
Explain the overview and architecture of IP security. (8)
Explain: ‘
(1) Transport layer security 4)
(2) Applications of Dual Signatﬁre. (4)
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[image: image3.png]15. (a) (1) What is meant by Tunneling? Explain in detail. (8)

(i1) Explain the header fields in MIME in detail. (8)
_ Or
(b)  Write Technical Notes on
(i) Main security sevices in Cryptography ' (8)
(i1) Secure Sensor Networks. (8)
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