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10.

Answer ALL questions.
PART A — (10 x 2 = 20 marks)

Define Security. What are the multiple layers of Security? |

When can a computer be a subject and an object of an attack respectively?
What are the threats to information security?

What are the general categories of unethical and illegal behaviour?

What do you mean by risk management?

What are the thumb rules applied in selecting the preferred risk mitigation
strategy?

What are the types of information security policies?
What is contingency planning?
What are the advantages and disadvantages of using honey pot approach?

What are the Major Sources of physical loss?
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PART B — (5 x 16 = 80 marks)

(1) What is information security? Describe the critical characteristics of
information. (8)
(i1) Briefly explain the components of an information systefn. How will
you balance the security and access? (8)
" Or
(1) Explain the NSTISSC security model and the bottom-up approach
to security implementation. 8
(i) Explain the various phases of security system development life
cycle. , (8)
(i) Explain the four important functions of information security in an
Organization. 8)
(ii) Explain the ethical concepts in information Security. (8)
Or
Explain the major types of attacks in detail. (16)
(i) Explain the risk identification process in detail. 8
(i) Explain the various ways of categorizing the controls. 8
Or
(1) Discuss the risk assessment in detail. 8
(i) Discuss the different risk control strategies 8)

Explain the following:

@ ISO 17799/BS 7799. : 8

(11) VISA international security model. (8)
Or

Explain the major steps involved in contingency planning. (16)
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Discuss the generations of firewall in detail. (8)

Explain the physical security plans to detect and respond to fires

and fire hazards. 8
Or

Explain the various types of intrusion detection systems. - (8)

Discuss the roles and responsibilities of information security staff.
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