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NINTH SEMESTER
XCS 593 - NETWORK SECURITY
SOFTWARE ENGINEERING

(Common to Information Téchmlogy and Computer
Technology)
Time: Three Hours S ' Maximum: 100 marks
ANSWER ALL QUESTIONS
PART—A (10%2=20 marks}
1.  Distinguish active attack with passive attack.
2. Define virus.
3.  Staté Fermat's theorem.
4. Whatare zero knewledge proof systems?
5. What is mreant by shared key authentication?
6. Mention about Eavesdropping.
7.  Define Kerberos.
8. How to avoid TP spoofing attack?
9. Compare hardware and software firewall.

10. Brief about email security.
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PART-B (5x16=80 marks)

Discuss in detail about various modes of
operations in IDEA.

Or

Explain the functional modules of DES.

Explain RSA algodthm'functionaﬁty in detail.

Or

Describe the verification procedure provided
by DSS algorithm.

What is an authentication system? Explain
cryptographic authentication protocols with
exaniple.
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Or
Explain password based authentication.

Illustrate the steps to be followed to
have a password based secure system.

Explain how Kerberos provide IP
security.

Describe  Ticket granting  tickets
methodology in providing security.

Or
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[ Compare IPV4 and IPV6.

(i)  Write detail notes on firewalls and its
functionality.

Explain standard mechanism followed for
providing secure email distribution and
forward.
Or
‘Write notes on thé following in email.
@) Messagexlnt;grity
(i) Message ﬂow confidentiality.
(i) Non - Repudiation.
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