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SECOND SEMESTER
CP 956 - COMMUNICATION NETWORK SECURITY
COMPUTER AND COMMUNICATION
Time: Three Hours Maximum: 100 marks
ANSWER ALl QUESTIONS
PART-A (10x2=20 marks)

1. What are the security attacks on confidentiality?

2. Define Cryptography.

3. What js the difference between Stream and Block Cipher?
4. Define RSA Ciyptosystem.

5. What is the impact of Digital Signature?

6.  Define Entity Authentication.

7.  What is the use of payload in IP security Architecture?

8.  How Secure Electronic Transaction is implemented?

9. Define Worm Hole.

10. Explain the salient features of 4GNetworks.
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PART-B (5x16=80 muarks)
Explain in detail about the Security Services
and Mechanism with an Example.

Or

Explain in detail the mathematical concepts
applied for Cryptography.

@) Explain in detail about the various block
ciphers with neat sketches.

(i) Describe in detail ahout the RSA
Cryptosystem with an Example.

Or

Discuss in detail about the Advanced
Encryption Standard with an Example.

Explain in detail about the Digital Signature
Standards with an Example.

Or

Define Aiithentication. How Biometrics is used
for Authentication.

Discuss in detail about the IP Security
Architecture with a neat block diagram.

Or

Describe in detail about the Secure Electronic
Transaction in Network.
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Explain the following:

(@ Tunneling

G} WEP for Wi-Fi Network
Or

Discuss the following

(i) Secure Adhoc Networks

(i) Secure Sensor Networks
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