[image: image1.png]a(;r\l Reg. No. :

Question Paper Code : 91607

M.E. DEGREE EXAMI{NATION, JANUARY 2012.
Electi;e R

Communication Systems  ~

CU 9257 —- COMMUNICATION NETWORR SECURITY

(Common to M.E. Computer and Communication)

- (Regulation 2009)

Time : Three hours Maximum : 100 marks

@

@ o &

-~

10.

11

Answer ALL questions.
PART A — (10 x 2 = 20 marks)

Define the important terms associated with communication security.

What is the principle of cryptography?

Enumerate the differences between symmetric and asymmetric key
algorithms.

Which primitive operations are used in RC5?

What is the significaice of Firewalls?

Write down the merits and applications of dual signatures.

What are the threats associated with a direct digital signature scheme?
What is Biometrics? Mention its applications.

What is the principle of tu;lneling?

What are the secur;ty threat for 4G networks?

PART B — (5 x 16 = 80 marks)

(@ () Explain the types of attacks in networks in detail. ®
(i) Give an account on “ Steganography”. (8)
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Explain in detail the attacks on Integrity and availab%}’,:/
Write a technical note on “ Mathematics for Crypt- "

-
Zography ",

Describe the transposition cipher in detaix”™
prion Standard.

Explain in detail the Data Enc

%
What are the diffen;p.és/ between DES and AES? Discuss.
Explain the important design considerations for a stream cipi

-
Give _the difference between a message authentication code
. one way hash fuiiction.

Explain in detail the principle of Biometrics.

Or
Explain the threats associated with user authentication
network or internet.
Discuss why PGP generates a signature before af
compression.
Discuss the types of firewalls and their design considerati
detail.
Enumerate the configurations of firewalls.

Or
State the differences between SSL connection and an SSL ses

Give the requirements of web security.

Explain in detail the secure Ad hoc networks.

Explain the propagation of Worm in detail.

Or

Write short notes on:

O]

WEP for Wi-Fi network

(ii) +*Techniques to protect a password file.




