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ANSWER ALL QUESTIONS
PART-A (10x2=20 marks)

, 1. Define Plain Text.
2. Define Encryption.
3. State Fermat’s Theorem.
4. What is a Prime Number?

5. Mention any two approaches to produce message
authentication.

6. What is the différence between direct digital signature
and arbitrated digital signature?

7. Define Confidentiality.
8. Draw the format of SSL Record.
9. Write down the three classes of Intruders.

10. What are the types of Firewall?




[image: image2.png]11.

12.

13.

14.

(@)

(b)

(@)

®)

(@)

®)

(a)

(b}

PART-B (5x16=80 marks)

With a neat block diagram explain
conventional model of Encryption.

Or

Describe the types of Attacks on Encrypted
Messages.

Describe the requirements for Public Key
Cryptography. .

Or
Explain Key generation in RSA Algorithm.

What is Cryptographic checksum and explain
its function in message authentication.

Or

Explain the steps in the MD5 Message Digest
Algorithm.

Explain all the five services provided by PGP.
Or

(i) What services are provided by IPSec?
Explain
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[image: image3.png](ii) What is a Replay Attack? Explain. (8)

15. (a) With a neat sketch explain the Architecture (16)
for Distributed Intrusion Detection.

Or

(b) With a neat block diagram explain the (16)
Taxonomy of Malicious Programs.





