[image: image1.png]t)
SR u/_\\ﬁl

- (aus]

M.E./M.TECH. DEGREE EXAMINATIONS, NOV/DEC—2011
REGULATIONS 2007
THIRD SEMESTER
CO 1630 - COMMUNICATION NETWORK SECURITY
COMMUNICATION SYSTEMS
Time: Three Hours Maximum: 100 marks
ANSWER ALL QUESTIONS
PART—-A (10x2=20 marks)
. 1. What is cryptography?
2. Define authentication.
3. Name the techniques involved in classical encryption.
4. List the characteristics of RC5.
5. Define Hash function.
6. What is role of key gistribution center?
f
7.  Define SSL.
8. What are the key features of SET?
9. Name the types of intruders?

10. What are the design goals of firewall?
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PART—B (5x16=80 marks)

Describe with neat diagram of the OSI security

Architecture.
Or

Explain in detail about the symmetric cipher

model.

Describe briefly about the block cipher modes
of operation and Traffic Confidentiality?

Or
Explain in detail about IDEA and Blowfish.

Explain * in detail about various key

managemertttechniques.

Or
Write short notes on the following.
(i) Digital Signature

(i) Digital Signature Standards (DSS)
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Explain X.509 authentication service in detail. (16)
Or

Explain in detail about the IPSec architecture? (16)

Define malicious softvyare and explain the (16)

different kinds of malicious software’s?
Or

Explain the Firewall Design Principles and its (16)

types and conﬁg‘uration‘i.n detail.
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