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SIXTH SEMESTER
IT 62 - CRYPTOGRAPHY AND NETWORK SECURITY
INFORMATION TECHNOLOGY

(Common to Computer Science and Engineering for Seventh
Semester)

Time: Three Hours Maximum: 100 marks
ANSWER ALL QUESTIONS
PART—A (10x2=20 marks}
1. State Fermat's theorem. Give an example?
List out the properties of congruences?
What is avalanche effect?

Specify the characteristics designed by Rijndael?
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Write the three properties that are required for the
practical application of a hash function to message
authentication?

6. What are the requirements a digital signature scheme
satisfy?

7. Why does PGP generate a signature before applying
compression?

8. What protocols comprise SSL?

9. Give the benefits that can be provided by an intrusion
detection system?

10. List the design goals of firewalls?
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PART—B (5x16=80 marks)

Briefly discuss various security services.

Using this play fair matrix,
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Encrypt this message: Must see you over
Cadoan West.

Using vigenere cipher, encrypt the word
“explanation” using the key “leg”.

Or
Explain Chinese remainder theorem.

Summarize passive attacks and active
attacks.

(a) Discuss elaborately the various modes of
operation.
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Or

Give a brief explanation on AES
transformations.

In RSA system, the public key of a given
user is e = 31, n = 3599, what is the
private key of this user? Also describe the
algorithm.

Users A and B use the Diffie Hellman
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prime q=11 and a primitive root alpha=7.
If user A has private key XA =3, what is
A’s public key YA? If user B has private
key XB =6, what is B’s public key YB?
What is the shared secret key?

(ii) How man in middle attack can be (6)
performed in Diffic Hellman algorithm.

Or

(b) () Give a detailed note on Digital Signature (8)
Algorithm.

(ii)  Compare the features of SHA-1 and MD5 8
algorithms.

(@ () How is the encryption key generated (8)
from password in kerberos?

(i) Iustrate the confidentiality service (8)
provided by PGP?

Or
(b) () Summarize S/MIME capability. 8)
(i) What services are provided by IP (8)
security?
(a) Explain elaborately on intrusion detection. (16)
Or
(b) Ilustrate types of firewalls in detail. (16)





