[image: image1.png]Time : Three hours

10.

Reg. No. : l

Question Paper Code : 99361

5 year M.Sc. DEGREE EXAMINATION, APRIL/MAY 2011.
Ninth Semester
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XCS 593 — NETWORK SECURITY
(Common to 5 Year M.Sc. Software Engineering)

(Regulation 2003)

Maximum : 100 marks
Answer ALL questions.
PART A — (10 x 2 = 20 marks)
State the difference between threat and an attack.

What requirements must a public key cryptosystem fullfill to be a secure

algorithm?

What is the importance of elliptic curve encryption algorithm?
Find all primittive roots of 25.

Mention the role of trusted intermediaries.

What is meant by salted password?

Differentiate tunnel mode and transport mode of operations in IP Security.
In what way X.509 certificate is defined?
Enlist any four principal services offered by PGP.

What is an URL?
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PART B — (5 x 16 = 80 marks)

Meet in the middle attack refers to what? How is it overcome by

Triple DES. (6)

Discuss the various types of viruses and worms in a network

system. (10)

Or

What are the two requirements that enforce multilevel mode of

security? (4)

With an example explain the ways to achieve multilevel security.
12)

Perform encryption and decryption using the RSA algorithm for the
following. The Public Key of a given user is e = 11, the message text
m = 7 and the prime numbers p = 11 and q = 13. (10)

Write a note on security of RSA algorithm. (6)
Or

What requirements should a digital signature scheme satisfy?  (4)
Mention the properties of digital signature. 4)

Explain digital signature algorithm. (8

Explain how authentication tokens provide password security.  (6)

Discuss the net based authentication. (10)

Or
Explain the process of session key establishment for password
protection. 8)
How does eavesdropping occur using pass words? (8)

Explain the basic requirements for Kerberos in order to provide

security. )

With schematic diagram explain the overview of Kerberos in the

context of realm. (12)
Or

Compare IPV6 Header format with [PV4 header. (10)

Explain the scenario of security association database in IP security.
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How does PGP provide confidentiality and authentication in
Electronic mail? (10)

Explain the use of cookies related to web security. (6)
(0)'3

Write a technical note on HTTP digest authentication. (10)

Mention the applications and limitations of firewalls. (6)
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