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REGULATIONS 2009
SECOND SEMESTER

CP956 — COMMUNICATION NETWORK SECURITY

COMPUTER AND COMMUNICATION

(Common to Communication System for First Semester)

Time: Three Hours Maximum: 100 marks

10.

ANSWER ALL QUESTIONS
PART-A (10%2=20 marks)
What is the difference between passive and active attacks?
List out the Security services.

How symmetric security algorithm is differed from
asymmetric algorithm?

What is a Block cipher?

Define Message Intégrity,

Define Biometrics.

List out the Limitation of Firewalls.

What is the functionality of Transport Layer Security
TLS?

Define Denial of Service.

‘What are secure sensor networks?
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PART-B (5x16=80 marks)

Describe in detail about the Security attacks
and what are the design goals to avoid them?

Or

Explain in detail about the Stegnography
mechanism with an Example.

(i) Differentiate . heétween Substitution
Ciphers and Tramsposition Ciphers.

(ii) Describe the éoncept of Data Encryption
Standard with an Example.

Or
Write short notes on the following
() Advanded Encryption Standard (AES)
Gy RC4

How message integrity is achieved using SHA
algorithm Explain in detail.

Or

Explain in detail about the key Management
technique.

Discuss in detail about the IP Security
Architecture in detail.
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Write short notes on the following
(1)  Secure Electronic Transaction
(ii) Why dual signature is required?

Describe in detail about the Security Attack
issues specific to Wireless systems.

Or

Discuss in detail how security is provided for
4G Networks.
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