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SECOND SEMESTER

CS 924 - INFORMATION SECURITY
COMPUTER SCIENCE AND ENGINEERING
{Common to Information Technology)
Time: Three Hours Maximum: 100 marks
ANSWER ALL QUESTIONS
PABT=A (10x2=20 marks)

1. What is denial of service?
2.  State the principle of attenuation of privilege.

3. Withan exarhple explain substitation cipher.

4. Expléin in tefms: Public Key; Private Key. Give example
for each. !

5.  What are cookles" :

6. What is ring based access control?

7. Explain the term vulnerability analysis.
8. What is intrusion detection?

9.  List the functions performed by a firewall.

10. What are trusted hosts?
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PART-B (5x16=80 marks)
(i) With relevant examples discuss access

control by Boolean expression evaluation.

(i) Discuss how access can be controlled
using history?

Or

What is security policy? List and discuss the
different types - of security policies. Give
relevant examples. -

Diagrammatically illustrate and discuss key
generation for the Data Encryption Standard.

Or

With an example esxplain the Rivest-Shamir-
Adleman (RSA) algorithm for digital
signatures.

(i) What are static and dynamic identifiers?
- Discuss with/examples.

(i) List and discuss the security issues with
the domain name service.

Or

What is an access control list? Discuss how
access control lists can be created and
maintained.
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(i) Information Gathering and Flaw
Hypothesis

(ii) Flaw Testing
(iii) Flaw Generaliza@iah
@iv) Flaw Eli.minat.i();u
' Or
(b) What is an auditing system? List and discuss
the issues involved in designing an auditing

system.

15. (a) Discuss how analysis of the network
infrastructure can be doné-using firewalls.

Or

(b) Present a tutorial on system security.
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