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REGULATIONS 2007
SIXTH SEMESTER

IT 1352 — CRYPTOGRAPHY AND NETWORK
SECURITY

INFORMATION TECHNOLOGY
(Common to Various semesters of Various Branches)
Time: Three Hours Maximum:100 marks
ANSWER ALL QUESTIONS
PART—A (10x2=80 marks)

1. Differentiate active attack and passive attack and give
example.

2. What is traffic padding? What is its purpose?

3. What are the roles of public and private key?

4. Define Euler’s theorem and its application.

5. What are the properties a digital signature should have?

6.  Differentiate MAC and Hash function.

7.  What is Kerberos? What are the uses of Kerberos?




[image: image2.png]8.  What are the services provided by PGP?
9. What are the two common techniques used to protect a
password file?

10. Define digital immune system?

PART-B(5x 16=80 marks)

11  (a) Explain OSI Security Architecture in detail.(16)
Or

() How AES is used- for encryi)tion ! decryption?
Discuss with exémple (16)

12, (a) .Eiplain “the idea behind elliptic curve
‘, cryptosystem. (16)

Or

[C) ] Eiﬁlain the key management of public key
encryption. )

(ii) Explain RSA algorithm with an example.
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Describe MD5 algorithm in detail. Compare its
performance with SHA- 1. (16)

Or

Describe RIPEMD algorithm in detail. Compare
its performance with MD5 and SHA-1. Discuss its
advantages. (16)

Explain secure electronic transaction with neat

diagram. (16)
Or
Explain the architecture of IP security. (16)

Explain the technical details of firewall and
describe any three types of firewall with neat

diagram. (16)
Or
() Define virus. Explain in detail. [€))

(i) Write short notes on Intrusion detection. (8)





