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B.E./B.Tech. DEGREE EXAMINATION, APRIL/MAY 2011.

Seventh Semester
Computer Science and Engineering
1T 13852 -—— CRYPTOGRAPHY AND NETWORK SECURITY
(Common to Sixth Semester B.Tech. Information Technology)
(Regulation 2004)

(Common to B.E. (Part-Time) Sixth Semester, Computer Science and Engineering
Regulation 2005)

Time : Three hours Maximum : 100 marks
Answer ALL questions.
PART A — (10 x 2 = 20 marks)
1. What is the advantages of polyalphabetic ciper over monoalphabetic ciper?
2. List the four general’ categories of security attacks.

3. To overcome the security deficiencies of ECB what technique is used to produce
different ciphertext blocks

4. Differentiate a public key from a secret key.

5. What is a salted password?

6. Contras"t the DSS for generating digital signatures to that used with RSA.
7. To what extent is MD5 stronger than MD4? State the reason.

8. Give the functionalities of S/MIME.

9. What is an insider attack?

10. How does a circuit-level gateway acts in a system as a part of firewall.
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PART B — (5 x 16 = 80 marks)

Design a key generation scheme using the DES algorithm for encryption
and decryption.

Or

Show how link and end to end encryption are needed to achieve greater
security when a host connects to an X.25 packet switching network.

Summarise the various steps involved in the Diffie-Hellman key
exchange program and also discuss its strength.

Or

How a data can be encrypted using ECC? Explain with an example.

While communicating across a network what are the authentication
requirements and what are the authentication functions to produce an
authentication? Discuss.

Or

Depict with a suitable example how a message is processed to produce a
digit using MD5 algorithm.

Show how message exchange is done in a open environment using
Kerberos version 5.

Or

How is SSL and Transport layer security provided with handshake
protocol and SSL record protocol?

Give the nature and the counter measures followed for the various
viruses and related threats.

Or
Write brief notes on :
(i) Password selection strategies.

(ii) Measurer used for intrusion detection.




