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M.E/M.Tech. DEGREE EXAMINATIONS,
NOVEMBER/DECEMBER 2010.

THIRD SEMESTER
COMMUNICATION SYSTEMS
CO 1630 — COMMU’NICATI(;N‘ NETWORK SECURITY
(REGULATIONS 2007
Time : Three hours Maximum : 100 marks
Answer ALL guestions.

PART A — (10x2=20 marks)
1.  What is the OSL s?curity architecture?
2. What is the difference between diffusion and confusion?
3. What is the purpose of the State array?
4,  List important désign considerations for a stream cipher.
5. What are the roles of the public and private key?

6. What are the requirements for the use of a public-key
certificate scheme?

7. How is an X.502 certificate revoked?
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Why does PGP generate a signature before applying
compression? |

What are two common techniques used to protect a

" password file?

How does behavior-blocking software work?

PARTB —(5x16= 80 marks)

(a) () With suitable diagram, explain Data
encryption standard procedure. 12)
i) Describe about the stagnographic techniques
@
Or .

(®) () Compare the linear and differential cryp!
analysis. )
Gi) Explain in detail about the block cipher desigr
-principles and modes.of operation. (12)
(a) With necessary  diagram. explain  Advancec
_Encryptien Standard algorithm. (16

X ) Or
®) @) -Comipare link and end-to-end encryption. (8
(i) Explain RC5 key expansion scheme by mean
of a diagram. 8
(@ @ Develop the primitive logical functions fo
various steps for SHA - 1. [€)
(i) In a Public key system RSA you intercep
C=10, e =5and n=35. What is M? @

Or
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() Explain with diagram  message digest
generation using MD5 algorithm. ®

i) Describe about Diffie-Hellman key exchange
process. ®)

@) Diustrate by a schematic diagram the PGP
message generation and reception scheme. (8)

i) Develop the 1P Security architecture, mention
it services, security associations, SA
Parameters, SA selectors. ®

Or

Explain in detail about securé socket layer and
transport layer security. N (18)

(@) What are the firewall design principles. What
are the various levels of Firewall? 8)

(i) What are trusted systems? What protection do
they afford? @)

Or

(i) How is pasgword managed and secured against
attacks? Discuss the Markov Password
generation scheme. (8)

(iiy What is intrusion detection and how is it
implemented? 8)





