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ELECTIVE
COMMUNICATION SYSTEMS
CP 956 — COMMUNICATlOI\i NETWORK SECURITY
(Common to Computer and Communication)

(REGULATIONS 2009)

Time : Three hours Maximum : 100 marks

Answer ALL questions.

PART A — (10 x 2 = 20 marks)

Define Euclid’s theorem. With an example show how it is
used in cryptography.

What is Steganography and how it is different from
encryption?

Congsider a substitution cipher where 52 symbols were
used instead of 26. In particular, each symbol in the
cipher text is for either a lowercase English letter, or an
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uppercase English letter. (For example, let
encryption function then we could have ECS
E(s)='m’.) Such a modification augments the )
52! Does this provide added security com
standard substitution cipher? Why or why not”

What is Avalanche effect in encryption algo:
an example show how DES exhibits strong

effect?

Show an encrypted scenario for confide:
authentication using Public key encryption.

State the property of the Hash function whic
to Birthday attack.

List down the characteristics of Bastion Host

State the role of Handshake protocol in

fields in its message.

Why security in Ad Hoc network is a majo

wired systems?

State the limitations of sensor network

gecurity measures.
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PART B — (5 x 16 = 80 marks)
Explain in detail about security attacks on various
network services in network. (16)
Or

Discuss the various text and image Steganographic
techniques in detail. (16)
Discuss the various modes of DES that can be
applied to various applications. (16)

Or

Explain the working of RSA and choose an
application of your choice for RSA and show how
encryption and decryption is carried out. (18)

(1 Discuss in detail about security on Hash

functions and MAC. ®)
(i) Write notes on Digital Signature Standards in
detail. ®)

Or

Explain the various ways of distributing the Public
keys? Discus Diffie-Hellmann key exchange
procedure, (16}
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Discuss about the various types of Firewalls and th
countermeasures for attacks in detail. (16

Or

Discuss the architecture of IP security in detail. (1

Elaborate on various security attack specific
Wireless systems in detail. ¢

Or
Discuss in detail about security for 4G networks. (
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