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\fb\ M.E/M.Tech. DEGREE EXAMINATIONS,
NOVEMBER/DECEMBER 2010.

THIRD SEMESTER
COMPUTER SCIENCE AND ENGINEERING
CS 959 — NETWORK SECURITY

(REGULATIONS 2009)
Time : Three hours Maximum : 100 marks

Answer ALL.questions.

PART A — (10 x 2 = 20 marks)

1. Draw the Model of Network Security.
2. List some Classical encryption Techniques.
3. Write the algorithm for Fast Modular Exponentiation.
4. State the Fermet’s Theorem.
5. List the requirements of Hash functions.

6. What is meant by Message Digest?
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List some Web Security Considerations.

List the types of Intruders.

Mention some threats related to Viruses.
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PART B — (5 x 16 = 80 marks)

Discuss in detail about the Substitution Technique.
(1¢

Or
Explain the DES Algorithm. (1¢

Explain the RSA algorithm with an example. (16

Or

Discuss about the ECC Encryption and Decryptios
Process. (1t

Explain the types of Digital Signatures. (1¢

Or

Discuss in detail about the Authenticatio;
Protocols. (1¢€

5 ' L 217




[image: image3.png]14.

15.

(@)

()

(@)

®)

Discuss the steps followed in Secure Electronic
Transaction. (16}

Or
Discuss in detail about the Pretty Good Privacy. (16)

Draw and discuss about the components of an
Intrusion Detection Systems. (16)

Or

Discuss in detail about the Firewall Design
Principles. 16y





