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SEVENTH SEMESTER
COMPUTER SCIENCE AND ENGINEERING
IT 1352 — CRYPTOGRAPHY AND NETWORK SECURITY
(Common to Infot’inat\ion Technology Sixth Semester)
(R.E(}UIATIONS 20(:)7)< ‘
Time : Three hogrs ‘ ' Maximum : 100 marks
Answer ALL questions.
~PA\RT A—Q0x2= 20 marks)
1. Whatis alvalan’c/he effect?

2. If bit error occurs 4n plain text block Pl, how far does the
error propagate in CBC mode of DES?

3. Find GCD of (36, 86) using Euclid's algorithm.
4.  What is the purpose of Diffie-Heliman algorithm?
5. Whatis Masquerading?

6. Define weak collision property of Hash function.




[image: image2.png]7. What is X.509 Standard?

8. Why do we go for PGP?

9. What are honey pots?

10. What is meant by polymorphic virus?
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PART B — (5 x 16 = 80 marks)

B.iofly expiain 757 surity archited.
Explain the rou’xyldskof operation in DE
Or

Discuss any four Substitution
encryption methods and list their m
demerits.

Explain the attacks on double DES
DES.

HOW is discrete logarithm evalua

sumber. What is the role of discrete !

in Diffie-Hellman key exchange?

What.are the benefits of RSA algorit]
Or

State the requirements for the de
elliptic curve cryptosystem.

Explain briefly about public key ery

: (



[image: image3.png]13.

14.

15,

@)

]

(@)

®)
(@)

®)

(i)

]

(i)
@

(i)

Explain how Birthday attack is done.

Explain the processing of message block
bits using SHA I algorithm.

Or
What are Digital signature algorithm
Show how signing and verification is
using DSS.

What is the use of authentication protoco

Describe the authentication dialogue us
Kerberos for obtaining vequired certificats

What are ‘the functions included in ]
inorder to enhance security?

Or

Explain briefly about Web security.
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Idergtify a.few malicious programs that n
host program for their existence.

Suggest” dny  three password  sele
strategies and state the advantages
disadvantages.

Or

Describe the familiar types of fire
configurations.

Explain trusted systems in detail.





