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FIRST SEMESTER

COMMUNICATION SYSTEMS

cp o

COMMUNICATION NETWORK SECURITY

(REGULATIONS 2000)

“Time ¢ Thrae hour Masimum 100 marks
Answer ALL questions.

PART A — (10 » 2 = 20 marks)

1. State tho various goals of ccuriy.

2 Define eryplography

5. Name the various DI standards.

4. Whatis Transposition ciphor?

5 Whatis SHA? State it

6

sify the various key management techriques.
7. Describe security payload briefly

& State the various limitation of firewall

4. What is seorm hole?

0. Briefly state what is meant by Tunneling.

PARTB — (5 » 16 = 80 marks)

) Bxplain in detal the various attacks with suitable examples

o

) Explain any two typo of cryptography tochniques in dotail with suitable
examples. 16



[image: image2.jpg]Deseribe substitutional cipher and atream block cipher in detail
or

State and explain the following

o AEs.

D) RS cryposystem.

(i1 Whatis message integrity? Bxplain in dotail

i) Explain the various application of digital signatures,
or

What are Hash functions? Explain in detail

) Describe the frewall coniguration

() Eoxplain about P sceuriy and deseribo itsarchitcture i detail
or

Write notes on the fllowing

) Secure lectronic transaction

66 Dual signature.
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ixplain i detail the security attack issuen specific to wircless systoms.

s
or
Explain the following. an
G Secure Ad hoc Notwvork.
) Secure sensor Network.
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