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M.E./M.Tech. DEGREE EXAMINATIONS, NOVEMBER/DECEMBER 2009.
ELECTIVE
COMMUNICATION SYSTEMS
CO 1630 — COMMUNICATION NETWORK SECURITY
(Common to Computer and Communication)
(REGULATIONS 2007)

Time : Three hours ' Maximum : 100 marks
- Answer ALL questions.
PART A — (10 x 2 = 20 marks)

1.  What is the difference between confusion and diffusion?

2.  Give an example of a situation in which a compromise of confidentiality leads
to a compromise in integrity.

3.  What are elliptic curve cryptosystems?
. 4. Differentiate: Link-to-link and End encryption.

5. Users X and Y use the Diffie- Hellman key exchange techmque with a common
prime q = 71 and a prlmltlve oot @ =17,

(a) If user X has a private key Kex = 5, what is X’s public‘key Kux?
(b) If user Y has a private key Kpy = 5, what is Y's pub}ic key Kuy?
(¢) What is the shared secret key?
6.  Differentiate: MD5 and SHA.
7.  Compare the ticket granting service exchaﬁge for versions 4 and 5 of Kerberos.

8.  Enumerate the functionalities of SSMIME.
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What rules should a multilevel secure system satisfy?

(a)

(b)

(a)

(b)

(a)

_ Define the 3 classes of intruders.

PART B — (5 x 16 = 80 marks)

With neat illustrations, discuss the working principle behind the

1)
Data Encryption Standard. Justify the strength of DES
appropriately. (12)
(i) Encrypt the message “secure” using Hill cipher with the key
g6 1
5 1.0
4 2 22
Show your calculations and result. (4)
Or
Discuss the block mpher modes of operation as defined by 'NIST
(FIPS 81). : (18)
(i) User A wants to establish a logical connectivity with user B and

(i1)

1)
(i)

1)

requires a one- -time session key. How do you facilitate the
distribution of key? Enumerate the possible options and discuss the

merits and demerits of each of the technique. (10)

Discuss RC4 algorithm. (6)
Or

Enumerate and explain the evaluation criteria for AES. : (6)

Justify the need for a random number in cryptography. Is it
possible to generate true random numbers? Explain the various
algorithms for generation of pseudorandom numbers. (10)

Rani wants to generate a pair of RSA keys. She starts by selecting
two prime numbers, 3 and 11. (8)
(1) Compute n and Euler Totient for the product.

(2) In selectmg a decryption key, Rani decides that 5is not a good
. choice. Why? She selects 7 instead. What should be the correct
public key?
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(b)

(a)

(b)

(a)

(b)

(3) Vani’s key set is (3,39) and 13. If Vani wants to send a
message 17 to Rani, which key should she use? What is the
cipher text sent? :

(4) Help Rani to read the original message.
(ii) Explaih the standard for digital signatures. (8)
"o
Discuss in detail the types of functions that may be used to produce an
authenticator. : ; (16)

Write a detailed note on :

(i) Secure Electronic Transaction (8)

(1) X.509 Authgantication procedures. (8)
Or

(i)  Describe the email security proposed by Phil Zimmerman. (8)

(ii) What is the purpoée of IPSec Authentication header? With neat
illustrations, explain the significance of an authentication header.

(8)
Describe the various intrusion detection systems. (16)
Or
Write a detailed note on:
(i)  Types of firewalls : (8)
(i) Virus countermeasures. ' (8)





