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|Question Paper Code : H 9361

5 Yoar M.Sc. DEGREE EXAMINATION, APRIL/MAY 2010,
Ninth Semester
Computer Technology
XCS 593 — NETWORK SECURITY

(Common to 5 Year M.Sc. Software Engincoring and 5 Year M.Sc. Information
Technology)

(Regulation 2003)

Time : Three hours Maximum : 100 marks
Answer ALL questions.

PART A — (10 » 2 = 20 marks)

1. List any two Active attacks

2. What is an Electronic Code Book?

3. Whatis Digital Signature?

4 Whatia DSS?

5 Whatis Eaves Drapping?

6. What are Authentication Tokens?

7. What is Kerboros?

8. Whatis the reason for having Authentication header?

9. Define Anonymity.

10, What are cookies?




[image: image2.jpg]1.

12

13

14

@

)

@

®)

@

)

(@

)

()

(4}

(4}

)

@
i)
@

i

@
i)
@

i)

@

i)

PART B — (5 16 = 50 marks)
‘What are viruses and worms? Explain.
Explain the multiple Encryption DES,

or
Explain the Public Key Cryptography Syste.

Write a note on IDEA.
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Explain  about modular  addition, Multiplication  and

Exponentiation.
Deseribe the RSA algorithm.

or
Explain the DSS Algorithm,
‘Write a note on Zero knowledge proof systems.
Explain about password based Authentication.
‘Write a note on Session Key Fstablishment.

or
Explain the Cryptographic Authentication Protocols.
Explain about initial password distribution.
What are replicated KDC'S? Explain
Explain the use of Security Policy Data bases.

or
Write a note on IPV6 Authentication header.

What is a Security association database? Bxplain.
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Explain B-mail Security in detal
Write a note on Firewalls

or
Explain Web Security in detail
Whatis HTTP? Explain n dotail
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