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INFORMATION TECHNOLOGY,

71552 — CRYPTOGEAPIY AXD NETWORK SECURITY

(REGULATIONS 2007)
Time = Tho haurs Maimm 100 marks
Answer ALL questions.

PART A 10 2= 20 marks)

L How are the conventional encryption schemes beiog.

tacke

Z Differentinte hetseon stroam cipher and block capher
procss.

5 Difforentinte between comentional and g ker

1 What e e applications of public kes ervpto sestom?

b Suggest some  stuations i which & message
authentication code is used?

6 D wek collon propeety of x bash Fanceion
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Wiy eoration ofcestfiates bas 0 be done’

How s prepre  <igned data oty of SMIVE?

Give the pusmoses of the s value sed for the password
ratertion on Unis system”

Give the four phasos af virses
PARTT (5 - 16.= 80 marks)

1 Discuss the block sipher modes of operaton
ad e the advantages and didvantags
ity

G Diseoss brielly shost the difforential and

[— It
o

(0 Diseuss briefly ahost U AL cipher o

@0 Tlow ot ey oxchansel g

Diffie Hellmn algorith? What are the

bl attacks on 1 w

G State and prove Fulers thourem? Give the
Algoritm. for finding, ot the. mulipleate
et p— o

o

(4 Discuse the alguritim doveloped by Rivest. Sz
and | Adieman for umplomertingpulie ke

sy, I
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Discuss brerly about the sceare bash aleorithm, (161

o

G Bnely eglan e Digial Signatue
algorhun 5

G Discus ahour amy twn auchentcation
protoccls [

Discuss briofls abunt the PGP wsed for E-ml
seeurny i

o

Disciss briely about X509 wuthestication service
(e

Discus briefls about the virmses aml related

in syt serunty el
o

O Disws bl sboue  the  passsard

Jor— 5

G0 Dsewss  brelle abowt the  frewal

ronfguracion ]





