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Question Paper Code : C 1336

BLE/B Tech. DEGREE

AMIKATION, APRILMAY 2010,
Sixth Semester
Information Technclogy
111552 — CRYPTOGRAPHY AND NETWORK SECURITY
(Regulation 2001)
Time : Three hours M 100 marks
Answer ALL questions.
PART A — (102 = 20 maks)
1 Define threat and attack
2 Whatin Triple DES?
3 State Eulors thoorenn,

4. Celoulate the value using Fast Modular Exponcntiation  algorithm
117 mod 187,

5. Define Message Digest.
6. Weite the use of MAC when suthentieation s tied to plain text.
7. What are the requirements of kerberos?

5. Mention the fields of IPSec authentication heades

5. What are Honeypots?

¢ the three classes of Intruders.
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PART B — (5 x 16 = 80 marks)

Enplein the operation of Hill cipher with an example.

or

Explain the Block cipher modes of operation.
Explin the Diffie-Hellman key exchange using an exauple.
or
List the stops in RSA algorithm wsing an examle
Deseribe the steps in MDS algorithm.
or
Esplain the Secure Hash algorithm.
Discussthe IP SEC architecture in detail
or
Diseuss the Handshake protocol in detail
Write dotaled notes o ntrusion delecsion systerss
or

Write detailed notes on

walls and its fontures.
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