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Question Paper Code: C 1605 |

B.E/B.Tech. DEGREE EXAMINATION, APRILAVAY 2010.

Seventh Semester
Computer Science and Engineering.
IT 1352 — CRYPIOGRAPHY AND NETWORK SECURTTY

(Regulation 2004)

“Tume : Three hours Maximu : 100 marks

Answor ALL questions
PART A — (10 x 2 = 20 marks)

I What is the difference between an unconditionally secure cipher and n
computationally socure cipher?

2. Whyis it not practical to use an arbitrary reversible substitution cipher?

3. What was the final set of eriterin used by NIST to evaluate candidate AES
ciphers?

4. Why do some block cipher mades of operation only use encryption while others
use both eneryption and decryption?

5. For user workstation in a typical business environment, list potential locations
for confidentiality attacks

6. What s the difference betoveen statistical randomness and unpredictability?
7. What are the applications involved in P Security?
8 What are the two types of Certificates?

5. What are the major issues derived by Porras about the design of a distributed
intrusion detection system?

10. What are the three main components involved in the distributed intrusion
Detection System?
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PART B (5% 16 = 80 marks)

Given cipher text “YMATYMIWXNITKXNQISHI", knowing
messge s encrvpted by Cacsar cipher and & = 5, ry 0 decryp. the
messige. &)

Given key = B
playtair cigher:

IVE. Enerypt the following message using

Pest hnoten multiple leter encryption cipher @

Encryp the message “meet me at e uswal place at ten rather Uan
it clack” wing the il cipher with the key [ 11 ®

or

I the RSA public-key encryption scheme, cnch user bs a public
Koy, €. and n private key, d. Suppose Bab leaks his private key,
rather than gonerating @ new modulus, he deciden to generate &
ew public and a new private kes. Is this safe? @)

Espiain REA Algorithm, RSA Computational Aspects, Attacks o
RSA Algorithm. an

How are arithmetic operations on integers carried out from their
rosidues modulo a ket of pair wase relatively prime moduli. Give the
procedure to seconstruct the integers form the residuc. Iy
How i diserete Togarithm evaluated for o pumber? What is the role
of diserete logarithms in the Diffie Tellman key

exchange i

exchanging the seeret key among two uscrs. @
or
Users A and B use the Diffie-Hellman key exchange technique a

common prime q = 71 and  primitive oot a = 7.

+ TFuser Ahas private ey X,

5, what fs A's public key Ya?

© iuser B has private key X
What i the shared secret ke

12, what is s public key Yo
®

Consider the elliptic curve T

1016y tht s, the eurve s defined by
A6 with & modulus of

¥ 11, Determine all of the points.

in E11(016), Start by caleulating the right-hand side of the equation
for all values of x )

For E11(1.6), consider the point G = (2,7}, Compute the multiples of
G from 26 through 13G. @
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@ Explain Authentieation Functions, ®

) Fxplain Authentication Procacal @
or

G Deseribe Digital Signacure Algorithm and show buw signing and

verification s done using DS ®

i) Considor any message M of longth 4120 bits ending with ABCDEF
in bexadecimal form. Construct the last block of message to he
ven as saput for the MDS )

G Bxphain handshake pratocal actions of SSL. ]

@) Diseuss in detail Secure

Slectronic Transaction )

or
6 Deseribe the authentieation dialoguc wsed by Kesberos for obtaining
services from another realn @)

@) Explain with the help of an example haw a users cortifieate i<

obtained fram another cortification authority in X509 scheme.  (5)

Discuss ~ “the role of compression in Uhe operation of a Virus' 1)
or

Give a dotailed account of trusted systerns. 1)
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